Resetting Your Temporary Password

Dare: 03/05/12 VERSION 2.14.1

If you are logging on to ROSS 2.14.1 with a new ROSS User ID, you will be issued a temporary ROSS Password. You must change
this temporary password before you can access ROSS for the first time!

To reset your temporary ROSS Password 5 On the Login Failed dialog box, click
Click this link to go to the NESS Security Portal.
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2 On the WARNING dialog box, click [ves] 7 On the NAP Home screen, perform the following, and then

3 On the Log On dialog box, type your ROSS Username, click Wil

press TAB, type your new ROSS Password, and then click - in the Enter Username text box, type your NAP User
Ed Account name
4 On the Login Failed dialog box, click - in the Enter Password text box, type your Temporary
NAP Password.
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Unauthorized access to this United States Government Computer
Bystern

and software is prohibited by Title 18, United States Code 1030. This
statute states that: Whoever knowingly, or intentionally accesses a Password
computer without authorization or exceeds autharized access, and by
means of such conduct, obtains, alters, damages, destroys, or discloses
inforrnation or prevents authaorized use of data or a computer owned by
or operated for the Government of the United States shall be punished
by a fine under this title or imprisonment far not more than 10 years,

or bath. Al activities on this systern and network may be monitored,
intercepted, recorded, read, copied, or captured in any manner and
disclosed in any manner, by authorized personnel. THERE IS NO RIGHT
OF PRIVACY IM THIS SYSTEM. Systemn personnel may give to law
enforcement officials any potential evidence of crimes found on thig
USDA computer systern. USE OF THIS SYSTEM BY ANY USER,
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS Elll
MOMNITORING, INTERCEPTION, RECORDING, READING, COFYING OR

CAPTURING AND DISCLOSBURE. REPORT UNAUTHORIZED USE TO H

Al

INFORMATION SYSTEMS SECURITY OFFICER WARNING: ROSS will shut down ance the MESS Se@'Portal link iz clicked.

Username

Your passward has heen reset and must be changed.

55 05 i G, @V 1 G Click this link to go to the NESS Security Portal

Warning

Unauthorized access to this United States Govemment Computer Systern and software is
prohibited by Title 18, United States Code 1030

This statute states that Whoever knowingly, or infentionally accesses a computer without
aurtharization or exceeds autharized access, and by means of such conduct, obtains, alters,
damages, deslroys, or discloses information or prevents auihorized use of (data of a computer
oumed by or operated for) the Government of the United States shall be punished by a fine
under this ille or imprisonment for not more than 10 years, or hoth

Al actiities on this system and network may be monitored, intercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized personnel. THERE IS
NO RIGHT OF PRIVACY ONTHIS SYSTEM. System personnel may give to law erforcement
afficials any potential evidence of erimes found an this USDA computer system.

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER. 6
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To reset your temporary ROSS Password - continued
8 On the Change Password dialog box, complete the
following, and then click |k

- in the Current Password text box, type Your Current
ROSS Password

- in the New Password text box, type Your New NAP
(ROSS) Password

- in the Current Password text box, re-type Your New
NAP (ROSS) Password.

Resetting Your Temporary Password

VERSION 2.14.1

9 To log off the NAP environment, click on the NAP
Navigation Panel, click &2 on the Government

Warning dialog box, and then click[Ed

10 Log in to ROSS using your ROSS Username and NAP
(ROSS) Password.

Change Password X

Current Password;: # |
New Password; # |

Confirm Password; # |

passwords may not be used.

MAP requires a strong passward that contains at
least 12 characters and mustinclude at leastthe
following: 1 upper case letter{s), 1 lower case
letteri=), 1 number{s) and 1 special {non-
alphanumeric) character(s). Previously used
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NAP Passwords must be 12 to 32
characters in length and contain
a combination of one upper-case
letter, one lower-case letter, one
number, and one special, non-
numeric character (|@#3%"&*).
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ROSS Helpdesk: 866-224-7677
email: helpdesk@dms.nwcg.gov
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